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Typographic Conventions

Type Style

Description

Example Text

Words or characters quoted
from the screen. These
include field names, screen
titles, pushbuttons labels,
menu names, menu paths,
and menu options.

Cross-references to other
documentation

Icons

Icon Description

@ Caution

(9] Note or Important
Example

1] Recommendation or Tip

Example text

Emphasized words or
phrases in body text, graphic
titles, and table titles

Example text

File and directory names and
their paths, messages,
names of variables and
parameters, source text, and
names of installation,
upgrade and database tools.

Example text

User entry texts. These are
words or characters that you
enter in the system exactly as
they appear in the
documentation.

<Example
text>

Variable user entry. Angle
brackets indicate that you
replace these words and
characters with appropriate
entries to make entries in the
system.

EXAMPLE TEXT

Keys on the keyboard, for
example, F2 or ENTER.

SAP COMMUNITY NETWORK

SDN - sdn.sap.com | BPX - bpx.sap.com | BOC - boc.sap.com

© 2011 SAP LABS



Table of Contents

1. BUSINESS SCENAIITO.....uuiiiiiiiee e ittt e e e e e e e e s e e e e e s e st e e e e e e s e snsstaareeeeeessaaansenneees 1
2. Background INTOIMAatION .......oueiiiiiiie e 1
3. =T =T LU TR =SSR 1
T V1 (=] I 2 LT [0 T (=] 0= ] S UEUR 1
. SAP GRC Access Control 10 SoD has been configured............cccccooviieenne. 1
. SAP GRC Access Control 10.0 (AC) and SAP GRC Process Control (PC)
10.0 have been installed on the same system.........ccccccceeeiiiiiciiieeee e, 1
. The SoD input parameters have been recorded. ...........cccoviiiiiiiiiiiiiiieneeen, 1
3.2 Master Data REQUIFEMENES........c.uuiiiiieee e it e e e e s s srtetee e e e e e s s st r e e e e e s s s sntereeeeeeessnnnnes 1
. Regulation(s) have been created and configured............cccooeiviieiieeiiinciinnenn. 1
. Corporation and organizational units have been created. ............................... 1
. Central process/subprocess/controls have been created.............cccccceveeeiinns 1
. Corresponding regulation(s) have been assigned to the control. .................... 1
. Subprocess/controls have been assigned to either the corporation or
OrganiZatioNal UNIt. ...........eeeeeieeeeeieeeeeeeeeeeeeeeeeeeeeeeeeseeeeeseeeeesesesesesesssssssesessressnnnes 1
3.3 Activate AC and PC appliCatiONS .......cccuuviieiiiiiieiiiiiee it 2
4. SEEP-DY-StEP PrOCEUUIE .. ..eiiii ettt e e e ane 4
O R Y=Y =) (Y gl 0= - 4
4.2 Create Data Source for SOD INtegration.......cccooeeeeeeeeieeeee i e 7
4.3 Create Business Rule for SOD INtegration ............ccceveiiieieiniiiieeiee e 9
4.4 Relationship between Data Source and Business Rule...........ccccooeeiiiiiiiiiiiiciiiicceeenn, 18
4.5 Assign Business RUIE 10 CONLIOIS ........cveiiiiiiiiiiiiiie et 19
4.6 Create a Job in Automated MONItOIING ......cooeeieieieeeeeee e 22
4.7 View Job Step result for SoD Integration in JOb MONItOr..........ccooviiiiiiiiiiiiiieeeee, 26
5. Comments and FEEADACK ......ovviiiiiiiieeieeeeeeeeeeeeee ettt ae e e resebararerarerararane 29
6. L0 072 o | 1 S PP PPPPRPPRt 31
SAP COMMUNITY NETWORK SDN - sdn.sap.com | BPX - bpx.sap.com | BOC - boc.sap.com

© 2011 SAP LABS

SAPd



GRC 10.0 Continuous Monitoring EI'?'

1. Business Scenario

The following sections describe the implementation requirements and configuration instructions for the
Segregation of Duty (SoD) monitoring feature of Continuous Monitoring for Process Control (PC)10.0.

SoD Continuous Monitoring enables management to continually review business processes for
adherence to, and deviations from, the appropriate level of checks and balances upon the activities of
individuals with their intended levels of performance and effectiveness.

2. Background Information

SoD monitoring is a key feature in Continuous Monitoring. It enables you to monitor a specific SoD to
address issues as they occur.

3. Prerequisites

Verify that the following prerequisites have been met before implementation and configuration of SoD
monitoring.

3.1 System Requirements

e SAP GRC Access Control 10.0 SoD has been configured.

e SAP GRC Access Control 10.0 (AC) and SAP GRC PC 10.0 have been installed on the same
system.

AC 10.0 and PC 10.0 are based on the SAP NetWeaver 7.02 SP 6 (or above ) ABAP stack .

e SoD input parameters have been recorded.

3.2 Master Data Requirements

e Regulation(s) have been created and configured

e Corporation and organizational units have been created.

e Central process/subprocess/controls have been created.

e Corresponding regulation(s) have been assigned to the control.

e Subprocess/controls have been assigned to either the corporation or organizational unit.

See the SAP BusinessObjects Process Control Master Data Guide for specific master data
information.
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GRC 10.0 Continuous Monitoring

3.3 Activate AC and PC applications

Complete the following steps to activate AC and PC applications.

To configure AC and PC applications:
1. Access IMG and select Activate Applications in Client.

Display IMG
W EE" Existing BC Sets &~ BC Sets for Activit &y Activated BC
Structure

- = SAP Custornizing Implementation Guide

g @f @ Activate Business Functions
SAP NetWeaver
Cross-Application Components
Financial Supply Chain Management
SAP Global Trade Services
“ Governance, Risk and Compliance

- General Settinng
E-Ne |Act'r-.fate Applications in Client|
- |= & Maintain Supported Languages
J @f @ Set Up Transport Connection
. @f Activate Business Configuration (BC) Sets
b Maintain Customer Specific Menus
- B @ Maintain Related Links for Entities
g @f Record Table Changes
. @f @ Define Mumber Ranges

¥
¥
k
b
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GRC 10.0 Continuous Monitoring

2. Select Active for the applications listed on the Active Applications In Client list that you want to

use.

%2 New Entries N

Change View "Active Applications In Client": Overview

Active Applications In Client
App Active
GRC-AC ~ | -

L__I =
GRC-E v |
IH:H — v 'T
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GRC 10.0 Continuous Monitoring

4. Step-by-Step Implementation Procedure

Complete the following sections to implement SoD Continuous Monitoring.

4.1 Review Master Data

This section describes how to review your Master Data.

1. Select Master Data from the main Process Control Work Center menu.

Favontes  Personalize  Help

R || E =

My Home Master Data Rule Setup Assessments ACCESS Management

o | Organizations

\iantan the company’s org stracture fer comp 20 risk mansgement wen related

Quick Links.

Orgacuzstons
.’:\[: Regulations and Policiea
o

Mantan complance niisoves, requiation requrements and ooacks
Quick Links

Rngulations

oicia

|| Objectives

Misintain the calabg of stiecives, which wil liler be sssigned o subprocessss, and sesignment of risks

Quick Links.

Actrities and Processes
=

Vontah the company’s actidtes, DUSESS PrOCEAsEs, SUbDOCESAEs and coatrols

Quick Links

Mitigating Controis

Mamtan contros fo mbgate segregston of duty, criial acbon and crbcal permsson access voatons

Search For:

=

Reports and Analytics

ap@  Risks snd Responses

Quck Links
Qisk Calabg

Reaponse Catabg

@ Accounts

sances
lances

Consiatoncy Chocks

Quck Links

Consistency Checks

% Reports
"n ) Otspiay reports for master data

Quck Links

Contro-ReguintbaRequres:

Mantan the company's rak and response catabgs

Vaitate master dats for consistency and compistsness

Mantan account proups wih relevant financial sssections and sssgnment of risks

2. Verify that the supplied default example Corporate Wind Wagon Corporation has been

created.

3. Verify that Regulation Foreign Corrupt Practices Act has been created and assigned to a

related control.

4. Verify that the subprocess, Vendor Selection, and the control, Segregation of duties

(Automated), have been created, and assigned to corporate.
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GRC 10.0 Continuous Monitoring EI'?'

5. Review the Organizations screen to verify that the organizational hierarchy is displayed

correctly.
Select the Wind Wagon Corporation example.
Organizations —/18]|»
Organizations Details
View: |Standard Hierarchy -
Name: Wind Wagon Corporation
Date (01.01.2010 @ [ Apply | Advanced Remove Description:

Valid From:  01.01.2010
Name

~ Organization Hierarchy
~ Wind Wagon Corporation

b

Valld To: 31.12.9999

Documents: O

+ Wind Wagon Energy Ple Lid (Singapore)
+ Wind Wagon Energy Joint Stock (Russia)

6. The Organization: Wind Wagon Corporation screen appears.
Review the Vendor Selection subprocess assignment and verify its configuration.

Organization E ﬂ

Organization: Wind Wagon Corporation

Parent Organization - ID 50000000
Timeframe 01.01.2010 Effective Date 01.01.2010
General . Subprocess Indirect Entity-Level Contrals Regulations Policies Users Owners =

Subprocess Assignment

[ Assign Subpracess || Remove || Open |

SubprocessiZontrol Ciescription Allow Local Changes | Shared Service
Dv wendar Selection [ifu) Mane
D « Segregation of duties (Manual) - Old | Check if any user can create vendors and | Mo Haone
approve payment.
|_| = Segregation of duties (Automated) Segregation of duties (Automated) Mo Mone
D » Segragation of duties for risk POO1 Segragation of duties far risk PO01 Ma Mane
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=

7. Review the Control:Segregation of duties (Automated) screen to verify settings and assignments

are correct.

Organizations

Organizations

Control: Segregation of duties (Automated)

Allow Referencing:
wontral Relessance

Coniral Group:
Contral Subgroug
drganizaton *
Process:
Subprocess

Notes

[z e e o] 5] 5= )

|

| Cantral ActhAties

1 Coritrol Ervdranment
ClInfarmation and Communication
L1 Monfanng

| Fraud Presention snd Detection

Wind Wagon Corporalos

Views:|Standard Hierarchy =
— — Farent “Wind Wiagan © Farent Subp “endor Selection Allow Lecal Changes No ID S0000107
D £ DL Apply Timeframe 01.012010 Effective Date 01012010
lame
- Cancs
Gengral Reguiations Business Hules Evaluatan Monmonng Jots Requrement | Access Risks Risks | Account Groups uners
China
Mitigating Contral (D: * “alid From. * 01012010
Mame: * Segregation of dubes (Automzed) “alld To: = 31.12.9999
Drescrgtion: Segregation of dubes (Automzted) Trigoer * rEvent @ Date
Operstion Frequency:
* @Y
Coniral or Process Sep: = Cantrol 0 Pracess Sep T0 Be Testel &= o .
Test Autnmzion: * & Aulomated Manual Semi-Auonales
Contral Categny:
o Testing Techrigue:
Significance. o
Level of Eadence.
Cortral Risk Qutput
Contral Automation. * S mmomatzs O Manual O Semi-Automated
Purpose ¥ Dietectre frevente
Nature:

8. Review the Control: Segregation of duties (Automated) screen to verify that the correct regulations

are in place.

Control =K
Control: Segregation of duties (Automated)
Parent Organization ‘ind\Wagon Corporation Parent Subprocess “endor Selection Allow Local Changes Mo 1D 50000107
Timeframe 01.01 2010 Effective Date 01.01.2010
General . Regulations Business Rules Evaluation Monitaring Jobs Requirement ACCEss Risks Risks ACCOUNE Groups Owners Reports FPalicies biEl
Regulations
| Name Description wvalid From valid To
01.01.2010 31.12.9889

r Foreign Corrupt Practices Act

Foreign Corrupt Prac Details

Maintain Reguiation-Speciic Atrioutes: O YES  © No
Significance:

Nature:

Level of Evidence: [l Use System Suggested

[[1Use System Suggested

[ Control Activities

[ Control Enviranment:

[ Information and Communication
[ Monitaring

[l Fraud Prevention and Detection
[ Risk Assessment

Control Risk:
Control Relevance:

Testing Technigue
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GRC 10.0 Continuous Monitoring EI?'

4.2 Create Data Source for SOD Integration

This section describes how to create the data source for SOD integration.
1. Navigate to Rule Setup - Continuous Monitoring - Data Source.
Click Create.

Search For: In: - wearch Log Off
My Home Master Data Rule Setup Assessments ACCEss Management Reports and Analytics E

2 Access Rule Maintenance Sehedofing

f

') 3
a2
5{ JW Creme access ruie sets, and manage e access rsks and fnctons s3ed o lentity access violtisns Mantan scheduies for contnuous conrol montonng, and track |2 progreas for mondordg and automated testing

Quick Lines.

Rule Sets

Critical Access Rules Legacy Automated Monitoring

oyl

oy

Mantain rubs idenlifying sccese o criscsl lrsnsscions or permging Transform querss and SA? reports ino Process Cootrol serpls for ruie defirdion und testng snd Sel up sulomaled
tests for controks that have been assigned to organizatons, nchiding configurason of rules, defntion of critens for
Quick Links appicaton systems, and assignment of rules to controls
Crivsal Roles
uck Link:
Critical Proties Quek Links

Exception Access Rules

A

Reports

Waintah rukea which suppiement exating rues 1o prevent 1use pasthves "?
il

Quick Links
Organizaton Rules

Display reports of access and sutomated manioring ruks

Quick Links
Data Scurce Business Rule aasignment

Supplemestary Rues

{?] Generated Rules
!

View al generated access ruies

of Ride Assignimant
) Rde and Ruks Criteria

of Businesa Rule Assignment

Continucus Mondoring

S5 Setup sulormaled leste snd mosloring of controis thet have been assigned o organizations. ncuding configuration
of rules, defintion of crienia for sopicaton systerms, and assgnment of rules to controls

Quick Links

Data Sources

Sushass Rues

Susness Ruie Assignment
KRI Tempiztes

KRl inpementatin

2. Onthe General tab input the Data Source name and set In Review to Status.

£ NOTE: Ensure that the Valid From date is correct. We recommend that you set it as the
‘valid from’ date of the master data.

3. Onthe Object Field tab, select SoD Integration for the Sub-scenario.
Click Save.
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GRC 10.0 Continuous Monitoring

4. Setthe new data source as Active.
a) Select the created data source.

b) Click Open.
c) Onthe General tab, set Active for the Status.
d) Click Save.
Data Source: SOD - Vendor Maint. & Payment Processing Help

Timeframe 09.09.2010 ID 50000102 Last Modified On 24.08.2010 21:04:51

- General r Object Field | Business Rule [ Attachments and Links
General
Data Source: * |SOD - Vendor Maint. & Payment Processing Valid From: * |01.01.2010
Description: SOD - Vendor Maint. & Payment Processing valid To: ¥ 31.12.9999
Status: Active -
Search Term
Term 1: Term 2: Term 3: Term 4: Term &:

e) Select and review the data shown on the Obiject Field tab of the data source.

Data Source: SOD - Vendor Maint. & Payment Processing Help

Timeframe 09092010  ID 50000102  Last Modified On 24 08 2010 210451

General Business Rule & Attachments and Links

. Object Field

Sub Scenario

Sub Scenario: * | SoD Integration Connection Type: * Local Data Source

Fields

5 | Field ID Source Table | Source Field Field Type | Amount or Quantity | Ref Field ID | Field Description =
00000001 IT_BUSPROC_RANGE C 00000000 Business Process Range
00000002 IT_CUSTGP_RANGE C 00000000 User Group Range Table
00000003 IT_OBJECT_RANGE Cc 00000000 Object Range Table
00000004 IT_ORGRULE_RANGE Cc 00000000 Org Rule ID Range
00000005 IT_REPORT_TYPE N 00000000 Report Type Table
00000006 IT_RISKID_RANGE Cc 00000000 Risk ID Range Table
00000007 IT_RISKLEVEL RANGE N 00000000 Risk Level Range
00000008 IT_RULESETID_RANGE C 00000000 Rule Set ID Range
00000009 IT_SYS_RANGE C 00000000 System Range Table
00000010 IT_USERGP_RANGE C 00000000 User Group Range Table
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GRC 10.0 Continuous Monitoring

4.3 Create Business Rule for SoD Integration

This section describes how to create a business rule for SoD integration.

1.

Navigate to Rule Setup - Continuous Monitoring - Business Rules.

Click Create.

In the start window, select Search Data Source and complete the following:
a) Set SoD Integration in the Sub-scenario field.

b) Search for and select the data source you just created (see Section 4.2, “Create Data Source
for SOD Integration?).

c) Click Start.

Business Rule

Usage: Automated Process Control
Data Source- SOD - Vendor Maint. & Payment Processing Search Data Source
Sub Scenario: SoD Integration

Connection Type: |Local Data Source

Input information into the following fields:

¢ Name: the name of the business rule.

o Description: a brief description of the business rule.
e Valid from: the start date for use of the business rule.

2 NOTE: Ensure that the Valid From date is correct. We recommend that you set it as the
‘valid from’ date of the master data.

e Valid to: the end date for use of the business rule.
e Analysis Type: categorize the business rule analysis type using the field drop-down menu.
e Deficiency Type: categorize the business rule deficiency type using the field drop-down menu.
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GRC 10.0 Continuous Monitoring

4. Setto In Review in the Status field.

Business Rule

Help
Timeframe 09092010
I» 1 2 3 4 —
Basic Information Filter Criteria  Technical Settings ~ Attachments and Links
[« Previous | [Next ] | [Close]
General
Name: * SOD - Vendor Maint. & Payment Processing | vatia from: [01.01.2010 [E)
Description: * SOD - Vendor Maint. & Payment Processing Valid to- [31.12.9999 =)
Usage: Automated Process Control
Data Source: SOD - Vendor Maint. & Payment Processing
o: SoD Integration
Category. * Exception Sub Scenario: g

v|C°nnec”°n Type: Local Data Source

Data Source Status: Active

Analysis Type: *  |Set Deficiency Indicator

Deficiency Type: * |Medium =

Status: * |\r1 Review '|

Search Term

Term 1: Term 2: Term 3: Term 4: Term 5

| '” 'H v|| v|| -

a) For the business rule Filter Criteria, set the Filter Value for each Filter Field.
EdnoTE

The filter values are the input parameters for the SoD Engine.
b) Select the Report Type Table.

The required values for Object Range Table, Report Type Table, System Range Table, and
Object Type are selected and indicated by the green check arrows.

Business Rule

Business Rule: SOD - Vendor Maint. & Payment Processing

Help
Timeframe “Year 2010 ID 50000104 Last Modified On 24 08 2010 22:50:20
Close
Basic Information Filter Criteria b Technical Settings | Controls | Attachments and Links
Filter Fields
SelectiUnselect Filters
Field Description Value Required Field Analysis Type Currency Unit of Measure
Object Range Table L4 Filter
- i ——
System Range Table L4 Filter
Object Type L4 Filter
Filter Value
Aadd || Delete
Sign Option Low High
Range limit included EQual to 1 0
Range limit included ECQual to 2 (1]

May 2018



GRC 10.0 Continuous Monitoring

c) Other optional values for Filter Fields include :
e Business Process Range
e User Group Range Table
e Org Rule ID Range
¢ Risk ID Range Table
e Risk Level Range
¢ Rule Set ID Range
e User Group Range Table
e User Type
e Analysis Mode
e Language
o Offline Analysis
e Report Format
¢ Role Type for Risk Analysis
e Simulation Risk Only
e Use Simulation Risk Only

d) Valid values for the Report Type Table include the following:

e 01 = Action Level

e 02 =Permission Level

e 03 = Critical Action

e 04 = Critical Permission

e 05 = Critical Role/Profile

e 06 = Analytical Report

e (07 = Mitigating Controls

e 08 = Invalid Mitigating Controls
e 09 =Alerts

e 10 = Access Risk Assessment
e 21 =SoD Reports

e 22 =ERM Role

e 30=Role

e 31 =User

e 32 =Profile

e 33=UserOrg

e 34 =Role Org

L]

35 = HR Object
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GRC 10.0 Continuous Monitoring

e) Select the Sample Filter Values on the Object Range Table.

Business Rule: SOD - Vendor Maint. & Payment Processing

Timeframe 09.09.2010

1 2 3 4 — 4
Basic Information Filter Criteria Technical Seftings ~ Attachments and Links.

[« Previous | [ Next #] | [Close]

Filter Fields
Field Description Value Required | Field Analysis Type | Currency
Object Range Table Filter

Filter

Filter

Report Type Table
System Range Table

AR YR W ¢

Object Type Filter

Value Determination: = Value Range ) Runtime Value Determination
Filter Value

Sign Option Low High
Range limit includ... = Not Equal to - BJONES

Unit of Measure

Help

May 2018
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GRC 10.0 Continuous Monitoring

f) Select the System RangeTable.

Business Rule -

Business Rule: SOD - Vendor Maint. & Payment Processing

&

Timeframe Year 2010 1D 50000104 Last Modified On 24.08.2010 22.50:20

| Save || Close

Basic Information - Filter Criteria ~  Technical Seftings = Confrols | Aftachments and Links

]

Filter Fields
Field Description Value Required Field Analysis Type | Currency Unit of Measure
Object Range Table ' Filter
] Report Type Table L Filter
_‘ System Range Table v Filter
W Object Type v Filter
y
Filter Value
| Add [ Delete |
Sign Option Low High
Range limit included EQual to GITCLNTE00
ave | [Close]

Enter valid input values for the System Range Table selection.

The system name and range values are defined in the customizing task (IMG) Integration
Framework.

May 2018



GRC 10.0 Continuous Monitoring

g) Select the Object Type on the filter field.

Business Rule

Business Rule: SOD - Vendor Maint. & Payment Processing Help

Timeframe Year 2010

ve || Close

Basic Information

1D 50000104 Last Modified On 24 08.2010 22:50:20

Filter Criteria = Technical Setftings Controls Attachments and Links

Filter Fields
Seleclunselect Fillers
Field Description
Object Range Table
Report Type Table
System Range Table

......

i} Object Type

Filter Value

Sign
Range limit included

Cl

alue Required Field Analysis Type | Currency Unit of Measure
" Filter
o Filter
W Filter
o Filter
Option Low High
EQual fo 1 0

The following lists indicate valid values for select filter fields.
¢ Valid values for Object Type include the following:

(¢]

o 0O 0O 0 O 0O 0o O o o

1= User
2 = Role
3 = Profile

4 = HR Object — Job

5 = HR Object - Org Unit
6 = HR Object — Position
7 = Action

8 = User Org

9 = Role Org

10 = User Group

11 = Org Unit

¢ Risk Level Range: because risk level can be customized, verify that you are using
the correct value for grerisklevel.

e Valid values for User Type include the following:

o

o O O O O

0=Al
A = Dialog
B = System

C = Communication
L = Reference
S = Service

May 2018
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Valid values for Analysis Mode include the following:
o 1= Ad Hoc Foreground
o 2= Ad Hoc Background
o 3= Batch

Valid values for Offline analysis include the following:
o X True (selected)
o False

Valid values for Report Format include the following:
o 1= Summary
o 2= Detall
o 3= Management Summary
o 4 = Executive Summary

Valid values for Role Type include the following:
o 1= Technical Role
o 2= Business Role
o 3= CUARole

Valid values for Simulation Risk Only include the following:
o X True (selected)
o False

Valid values for Use simulation authorization only include the following:
o X True (selected)
o False

Dyanmic query data values are available for the following:

e Business Process Range
e Org Rule ID Range

e User Group Range

e Object Range

e Risk ID Range

e Rule Set ID Range

e System Range Table

e User Group Range Table

£ noTE

For the query data values, check the Access Risk Analysis User/Role/Profile/HR
Object analysis search screen to find the value.
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GRC 10.0 Continuous Monitoring

h) For the Technical Settings selection, the Max. No of Records to Analyze field can be modified

by selecting the field and entering the number of records to analyze.

Business Rule: SOD - Vendor Maint. & Payment Processing

Timeframe 09092010

I 1 2 3 4 -
Basic Information Filter Criteria Technical Settings Attachments and Links

[4 Previous |[Meni ]  [Ciose
— = Asynchrenization
Max Mo. of Records 1o Analyze 100

[ Previous |[Mext #|  [Close

i) You can attach files or add pertinent hyperlink URLs to the business rule object by clicking
Add.

Select Save to save the Business Rule.

Business Rule: SOD - Vendor Maint. & Payment Processing Help

Timeframe 09.09.2010

I 1 2 3 4 —

Basic Information Filter Criteria  Technical Settings ~ Attachments and Links

[« Previous | [$ave »i | [Close |

Attachments
Add 4 Filter Settings
Type Title Version File Size File Type Added On Added By Attachment Type

[« Previous | [Save »] | [Close]

=

May 2018
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GRC 10.0 Continuous Monitoring

j) Open the created business rule for further editing by clicking Change This Business Rule.
Set the new business rule status to Active.

[ 3 5 -1

Confirmation

4 Previous || Mext [k

“‘our Buginess Rule hag been gaved successfully. %ou can also launch the following applications to proceed.
Change Thiz Business Rule

k) Select the newly created business rule.
i. Click Open.
ii. On the Basic Information tab, select Active for the Status field.
iii. Click Save.

Business Rule

Business Rule: SOD - Vendor Maint. & Payment Processing Help

Timeframe Year 2010 1D 50000104 Last Modified On 24.08.2010 22:50:20

save | | Close

S
Basic Information = Filter Criteria Technical Settings | Controls ©  Attachments and Links

General
Name: = S0D - Vendor Maint. & Payment Processing valid from: 01.01.2010
Description: * SOD - Vendor Maint. & Payment Processing Valid to: 31.12.0900
Usage: Automated Process Control
Data Source SOD - Vendor Maint. & Payment Processing
. - SoD Integration
Category * Exception Sub Scenario:

i Local Data Source
Analysis Type: *  |Set Deficiency Indicator Conneclion Type.

Deficiency Type: * Medium
Status: * |Active

Data Source Status:  Active

Search Term

Term 1: Term 2 Term 3: Term 4: Tem &
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=

4.4 Relationship between Data Source and Business

Rule

The following section describes the relationship between the data source and the business rule.

The data source is only of significance if a business rule is defined for it.
To verify the relationship between the data source and business rule:

1. Open the data source you have created (see Section 4.2, “Create Data Source for SOD

Integration’”).
2. Select the Business Rule tab.

3. Verify that all the business rules based on the data source are listed.

Data Source: SOD - Vendor Maint. & Payment Processing

Tirmetrame 00002010 D S0000102 Last Modified On 24 08 2010 21.04:51

[Lsave | Close |

General Object Fied |1 Business Rule Anpchiments and Links

[ ¥ =

Hame Start Date End Date
200 - Vendor Mant & Payment Processing 01.01.2010 3112 9999
200 - Seggreation of Duty in Finance 01.01.2010 21.12 9009

Hei
Fitter Settings
Slatus
ALtve
ALt

May 2018
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4.5 Assign Business Rule to Controls

This section describes how to assign a Business Rule to Control.
1. Navigate to Rule Setup - Continuous Monitoring - Business Rule Assignment.
2. Select the Organization Via Value help.
Click Search.
3. Select the Control, Segregation of duties (Automated).
Click Modify.
The Business Rules section is now in the edit mode.

a) Click Add and select the Business Rule you have created (see Section 4.3, “Create
Business Rule for SoD Integration”).

b) Click Maintain Frequencies.

c) Select Monitoring and Compliance for Any Frequency.
d) Click Save.

The Common Business Rules tab indicates that the displayed data can be shared by the
regulations of this control.

Entity: Control  ~ Date: 01012010 ™ Appiy |

Organzation. | VAng Wagon Corporabo | Process ) Sudprocess 3| Control o
Business Ruke O | Seath

Controd Description Organzation Process | Subprocess Test Astomation  Trigger

Agaton of dubes  Segragation of dubes for risk  Wind Wagon Procure 1o Pay Vencor Selection Automated Date
for sk POO1 POO1 Corporation

 Segreganon of dutes  Segregation of duties Wind Wagon Procure to Pay vendor Selection  Aulomated Date
(Automated) (Automatod) Corporaton

of Assigned B Rules

e TV e o | Protessional vew]
Business Rule Description Frequency g Complance
. 500 - Vendor Mant & S00 - Vendor Mant & Payment Processing
Payment Processing
. SOD - Vencor Maint &  S00 - Vendor Maint. & Payment Processing Any ‘ v
Payment Processing Frequency
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4. The Regulation-Specific Business Rules tab indicates whether you can set one regulation to
use either its own specific business rules or commonly used business rules.

Entity:|Contel - | Datez 0101 2010 ] Appey |
Organizabon: | Wind Wagon Comporalior] Process 7, Subprocess: 3| Cnrired ]
Busingss Fule 7 [Search |
V|
Control Ot ription Cirganization Process Subprodets Test dumamation  Trigper
Segragation of dulies  Segragation of duties for risk  Wind Wagon Procure to Pay Vendor Selecion Aunomaled Date
To risk POO PO Corporation
Segregation of Guties.  Segregation of Gulies Waind VWagon Proture b Pay Vendor Selecson Automated Date
{Amtomaid) (Aastomated) Coedporaon
Details of Assigned Business Rules
(hicary |
Common Business Fuks W
Regutation: * I |Foreign Conmupt Prachicoes Al r'I
Biisrsss Fuie = Use Common Business Rides O Mainian Regulation-Specfc Business Rides
[Protessionad View |
Barsiness Fuse Descriplion Frequemcy | MonBoring | Compliance
- SO0 - Vendor Mainl. & S00 - Verdor Mant. & Payment Processing
Payment Fracessing
. SO0 -Vendor Maind & 500 - Vandor Maind. & Paymant Processing Ay o o
Paryment Procesting Fresuescy

5. Verify the relationship between the control and the business rule, Control Object View by
completing the following steps:
a) Open the Control Object.
b) Go to the Business Rules tab of the control.
c) Verify that all of the business rules have been assigned to this control.

Control =B
Control: Segregation of duties (Automated)
Parent Organization ‘ind YWagon Corporation Parent Subprocess ‘endor Selection Allow Local Changes No ID 50000107
Timeframe 01.01 2010 Effective Date 01.01.2010
General Regulations  Business Rules Evaluation Monitaring Johs Requirement Access Risks Risks Account Groups Qwners ‘ o=
Business Rules
Business Rule Description Trigger Frequency Compliance | Monitaring ||

Regulation Config. | Business Rule

S0D - Vendar Maint, & Payment Processing 500 - Vendor Maint. & Payment Processing  Date-hased Contral  Any Freguency’

H FOPA
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5. Verify the relationship between Control and Business Rule, Business Rule Object View by
performing the following steps:

a) Open the Business Rule Object.
b) Go to the Controls tab of the Business Rule Object.
c) Verify and view all of assigned controls with the selected Business Rule.

Business Rule: SOD - Vendor Maint. & Payment Processing

Timeframe Year 2010 ID 50000104 Last Modified On 24.08.2010 22:50:20

Save

Basic Information | Filter Criteria |~ Technical Settings conlrolsr Aftachments and Links

Control

Filter Settings
Description

Test Automation | Trigger
Procure to Pay = Vendor Selection | Automated

Organization

Segregation of duties (Automated) | Segregation of duties (Automated) = Wind Wagon Corporation

Process Subprocess

Date-based Conirol
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4.6 Create a Job in Automated Monitoring

This section describes how to create a job in Automated Monitoring.
1. Navigate to Rule Setup - Scheduling - Automated Monitoring.
a) Select Create Job.
b) Select Automated Monitoring Job for Job Type.
c) Click Start.

Create a Job

Continuous Monitoring Scheduler

Timeframe: * |Year
Year: * 2010

Job Type: * [Automated Monitoring Job -

2. Enter the following required information into the displayed fields:
e Job Type: type of job
e Job name: the name of your job
e Execution Type: select from the drop down list of types
e Frequency: select from the drop down list of frequency
e Test Period From: the start of the test period
e Test Period To: the end of the test period

Create a Job

Continuous Monitoring Scheduler

»— 1 2 3 4 —
Header Share Regulation Select Controls Control Details

[4 Previous |[Next #] | [Close]

Job Type: * Automated Monitoring Job
Job name: * |SOD - VENDOR & PAYMENT TEST
Execution Type: *  |Immediate -

Frequency. *
Test Period From: * [01.01.2010

Test Period To: * 31.12.2010

Target Connector: | |
Comment: |

Help

May 2018

22



GRC 10.0 Continuous Monitoring

3. Select the type of Regulation from the drop down list.

Create a Job |1 .
Continuous Monitoring Scheduler Help
»—{1 2 3 4 5 -4
Header Share Regulation Select Controls Control Details natio
[« Previous |[Next »| | [Close |
Regulation” * [Foreign Corrupt Practices Act |+
Monitoring Results Sharing * (= Do not share  © Share with some regulations ) Share with all regulations
4. Search and select the control Segregation of duties (Automated).
Click Save.
Create a Job = O] (X
Continuous Monitoring Scheduler Help
»—1 2 3 4 5 4
Header  Share Regulation Select Controls Control Details m
[4 Previous [ Next »] | [Close|
Contrel Search
Organization: |Wind Wagon Corporatio| process: | 07| subprocess: | 7] control: 5]
Business Rule: | 7] [Search |
& | Control Description Organization Process Subprocess Test Automation = Trigger =
Segragation of duties = Segragation of duties for risk  Wind Wagon Procure to Pay Vendor Selection Automated
for risk POO1 PO01 Corporation
=
EEl«]Z]
5 | Control Description Organization Process Subprocess Test Automation = Trigger =
Segregation of duties  Segregation of duties Wind Wagon Procure to Pay Vendor Selection Automated
{(Automated) {Automated) Corporation
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5. Verify the Selected Controls details.

Create a Job

Continuous Monitoring Scheduler

r— 2 3 4

Header Share Regulation Select Controls Control Details

[4 Previous |[save »| | [Close]
Selected Controls
o | Control Description Organization
Segregation of Segregation of duties Wind Wagon
duties (Automated)  (Altomated) Corporation
Control Business Rules
Business Rule Description

SOD - Vendor Maint. & Payment Processing

9. After you have clicked the Save button, you can review the created Job Steps in the

Process
Procure to Pay

S0D - Vendor Maint. & Payment Processing

Subprocess
Vendor Selection

Test Automation | Trigger
Automated Date

Target Connector

Automated Monitoring Jobs list as shown in the following screen shot.

Open a Job

Continuous Monitoring - Job: SOD - VENDOR & PAYMENT TEST

Timeframe Year 2010

Header | Share Regulation .~ Job Step

Job Step List

Print Version |[ Export . || Cancel Job Step || Cancel All Job Steps |[ Reschedule Job Step || Obsolete Job Step |flob Step Tog || Refresh

Job Step  Organization Process Subprocess Control

Business Rule

Year Period

Job Step
Status

H 1 Wind Wagon Corporation Procure to Pay Vendor Selection Segregation of duties (Automated) SOD - Vendor Maint. & Payment Processing 2010 Year  Completed

Filter Settings

Target Connector =
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10. You can also review the job step execution detail by selecting the Job Step Log.

Joh Step Log =B

Type | Date Time User Number Transact.code Program Operating made Log number
o 25.08.2010 20:28:03 - 0oooz22 Batch processing 00000000000000000274

Message Details

Filter Settings
Type | Message Text Message Class hNAj;E?.E #g';tg =
a2 Routine GET_JIOBDETAIL was perfarmed successfully GRFN_AUTO_MONITOR | 301
a Job step: Job name = 50D - VENDOR & PAYMENT 20100825; Job 1D = SB0EDEDODAZAID1DOFACBECF2700135054; Job step = 00000001 | GRFN_AUTO_MONITOR 309
a Routine WALIDATE_EO was performed successfully GRFN_AUTO_MONTOR 301
=] Routine CHECK_QUERYTIMESTAMP was performed successfully GRFN_AUTO_MONITOR | 301
a Joh step: BR ID = BR/30000104, DS 1D = EOQ/30000102 GRFN_AUTO_MONITOR 317
a Sub scenario: AM_S0D, BR Category ECP GRFN_AUTO_MOMNITOR | 333
@ | Routine GET_EOQ_BR was performed successiully GRFN_AUTO_MONITOR | 301
a2 Routine INSERT_JOBRESULT was perfarmed successfully GRFN_AUTO_MONITOR | 301
a Routine APPLY_BRCATEGORY_ECP_S0D was performed successfully GRFN_AUTO_MONTOR 301
a2 Routine EXECUTE_JOBSTEP was performed successfully GRFN_AUTO_MONITOR | 301
a Routing UPDATE_JOBSTERF_STATUS was perfarmed successiully GRFN_AUTO_MONITOR | 301
a Routine UPDATE_JOB was performed successfully GRFN_AUTO_MONTOR 301
=] Routine UPDATE_JOB_JOBSTEP was performed successfully GRFN_AUTO_MONITOR | 301
a Routing CASE_INTEGRATION was perfarmed successfully GRFN_AUTO_MONTOR | 301
@ | Routine UPDATE was perfarmer successiully GRFN_AUTO_MONITOR | 301 -
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=

4.7 View a Job Step result for SoD Integration in the

Job Monitor

This section describes how to view a job step result for SoD Integration in the job monitor.
1. Navigate to Rule Setup = Scheduling - Job Monitor.
a. Input the Search Criteria data.
b. Setthe SOD* for Job Name, Set Execution Date From, and Set Execution Date To.

Job Monitor _[OJ(x
Job Monitor
Show: Year ~|2010 ~|[Apply| Max. Rows: 50
~ Search Criteria
Job Name: Frequency- [
Execution Date From: [01.08 2010 Execution Date To- [09.09.2010 Target Connector
View: [STANDARDVIEW] | [ Print Version || Export « [ View Resuils || View Evens || Business Rule ]| Orq_ Level Sysiem Parameters Snapshot | Filler Settings
Total =
Regulation Job Name Job Step | Status Deficiency ' Deficiency Type Execution Date = Execution Time Control Business Rule
Count
| | Foreign Corrupt Prac SOD FOR FINANCE 1 Completed 9 | High 03002010 | 00:17:40 Segragation of duties for risk PO01 | SOD - Seggreation of Duty in Finance
| | Foreign Corrupt Prac SOD - VENDOR & PAYMENT TEST 1 Completed 9 High 25082010  18:27:54 Segregation of duties (Automaed) SOD - Vendor Maint. & Payment Processing
| | Foreign corrupt Prac 50D - 1 1 Completed 9 | High 25082010 | 03:35:20 Segregation of duties (Automaled) | SOD - Vendor Maint. & Payment Processing
| | Foreign Corrupt Prac  SOD - VENDOR & PAYMENT 1 Completed 1| Medium 25082010 | 032206 Fraudulent Payment Wind Wagon BR

2. Select the Job Step created for SoD Integration.
3. Select the View Results button to review the SoD analysis result.

View: [STANDARDVIEW]

Regulation

Foreign Corrupt Prac
Foreign Corrupt Prac
Foreign Corrupt Prac
Foreign Corrupt Prac

Job Name

SOD FOR FINANCE

SOD - VENDOR & PAYMENT
SOD-1

SOD - VENDOR & PAYMENT

Print Version || Export 4 || View Results

Automated Monitor Job Monitoring

Business Rule

Total

» Analysis Criteria

~ Analysis Results

Result Set: [Result Set 1

~|[Go] [Previous |[Mext| [Export ResultSets]

e

leation of Duty in Finance

r Maint. & Payment Processing
r Maint. & Payment Processing
BR

Risk Analysis Report

View:[[STANDARDVIEW] - | Display As:|Table ~|[Printversian] —
Type:|Action Level ~| Format:[Summary ~| [Mitgate Risk Settings
VE Ohject ID Access Risk D Rule D System Action Control Manitar =
BJONES F028 0w GITCLNTG00 F-a1 D
| | BIONES En2s 00 GITCLNT&OD FB11
BJONES F028 a0Jgx GITCLNTS00 F-42
BJONES Eoza 00Jx GITCLNTE00 FE1
I BJONES E028 0ok3 GITCLNTG00 FB10
BJONES Eoza 00K3 GITCLNTE00 FE1
BJONES ED28 ook4 GITCLNTG00 FB11
W BJONES F028 ook4 GITCLNTS00 FBEO
] BIONES Eo2a oni3 GITCLNT&OD F-51
i BJONES F023 oois GITCLNTS00 FB11 =
< Last Updated by MARTINB at 25.08.2010 18:28:03 CET >

4. Select Business Rule.
The business rule detailed information window is displayed.
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5. Select the hyperlink in the Control and Issue Priority column to review the control and issue
details.

Job Monitor

Show:|Year ~12010 ~[Apply| Max. Rows:| 50

~ Search Criteria

Job Narme: [sop* | Frequency [ -

Execution Date From: |01.06.2010 | Execution Date To: [09.09.2010 Target Connector )

View: [STANDARDVIEW]  ~| [ Print Version || Export . ][ View Results | View Events | Business Rule || Org. Lev aramelers Filter Settings.
Deficiency Type Execution Date | Execution Time | Control Business Rule Organization Frequency Target Connector ms ';:‘D':w T
High 03.09.2010  00:17.40 1 of guties for risk PO01 [SOD - jon of Duty In Finance Wind Wagon Corporation Year submitted  [High

| Hign 25.08.2010 18:27:54 Seqgregation of duties (Automated) |SOD - Vendor Maint. & Payment Processing Wind Wagon Corporation Year Submitted  |High
High 25.08.2010 03:35:20 Segregation of duties (Automated) |SOD - Vendor Maint. & Payment Processing  Wind Wagon Corporation Year Submitted  |High
Medium 25082010 032206 Fraudulent Payment Wind Wagon BR Wind Wagon Energy Ltd (China) Year GITCLNTE00 Submitted  |Medium

6. The details of the control are shown on the next screen.

Object Information

Control: Segregation of duties (Automated)

Parent Organization Wind Wagon Cosporation Parent Subprocess Vendor Selection Allow Local Changes No ID 50000107
Timeframe Year 2010 Effective Date 01.01 2010

General | Regulalions  BusinessRules | Evalualion |~ Moniloring Jobs  Requirement | Risks | AccounlGroups | Polcies | Issues ~ Roles || o=

Business Rules

Regulation Config. Business Rule Business Rule Descriplion Trigger Frequency Compliance | Monitoring [
| Feea S0D - Vendor Maint. & Payment Processing S0D - Vendor Maint. & Payment Processing Date-based Control  Any Frequency
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7. The Issues detail is shown as in the following screen:

Assessment
Personalize Help
Test Period Year 2010 Status Submitted Organization Wind Wagon Corporation Process Procure to Pay Subprocess Vendor Selection
Evaluation y Issues ‘ | Regulation ‘Control Details Requirement Risks Attachments and Links
Issues
Assign Remediation Plan || Close ut Plan || Reassign the issue (¥
Name Priority Status Reported Date Owner Audit Trail =
—| : 30D - Vendor Maint. & Payment Processing High Submitted 25082010 Audit Trail
: 80D - Vendor Maint. & Payment Processing
Owner. * Amos Shi Carryforward No Carryforward
Description Job Step  Monitoring / Automated
Test 9 High 9 Medium 0 Low 0
8. Click the Business Rules button.
The following screen shows the details for the business rule.
Business Rule Help
Timeframe 09.09.2010
o £l =) - a—
Basic Information Filter Criteria Technical Settings Aftachments and Links Confirmation
4 Previous || Next Close
General
Name: * 50D - Vendor Maint. & Payment Processing | valid from: [o1.01.2010 [=]
Description: * SOD - Vendor Maint. & Payment Processing Valid to- [31.12.0000 =}
Usage: Automated Process Control
Data Source: SOD - Vendor Maint. & Payment Processing

Category: * Exception Sub Scenario:

Analysis Type: * | Set Deficiency Indicator | Connection Type:

Deficiency Type: * [Medium

-]

[In Review -

Status: *

Search Term

Term 1: Term 2: Term 3:

Term 4:

SoD Integration

Local Data Source

Data Source Status: Active

Term 5:

v|| v|| '||

7|
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5. Comments and Feedback
Your feedback is very valuable and will enable us to improve our documents. Please take a few
moments to complete our feedback form. Any information you submit will be kept confidential.

You can access the feedback form at:
http://www.surveymonkey.com/s.aspx?sm=stdoYUlaABrbKUBpE95Y9g 3d 3d
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as their respective logos are trademarks or registered trademarks of SAP AG in Germany and in several other countries all over
the world. All other product and service names mentioned are the trademarks of their respective companies. Data contained in
this document serves informational purposes only. National product specifications may vary.

These materials are subject to change without notice. These materials are provided by SAP AG and its affiliated companies
("SAP Group") for informational purposes only, without representation or warranty of any kind, and SAP Group shall not be
liable for errors or omissions with respect to the materials. The only warranties for SAP Group products and services are those
that are set forth in the express warranty statements accompanying such products and services, if any. Nothing herein should
be construed as constituting an additional warranty.

These materials are provided “as is” without a warranty of any kind, either express or implied, including but not limited to, the
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SAP shall not be liable for damages of any kind including without limitation direct, special, indirect, or consequential damages
that may result from the use of these materials.

SAP does not warrant the accuracy or completeness of the information, text, graphics, links or other items contained within
these materials. SAP has no control over the information that you may access through the use of hot links contained in these
materials and does not endorse your use of third party web pages nor provide any warranty whatsoever relating to third party
web pages.

Any software coding and/or code lines/strings (“Code”) included in this documentation are only examples and are not intended
to be used in a productive system environment. The Code is only intended better explain and visualize the syntax and phrasing
rules of certain coding. SAP does not warrant the correctness and completeness of the Code given herein, and SAP shall not be
liable for errors or damages caused by the usage of the Code, except if such damages were caused by SAP intentionally or
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